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Chung ta da nhan dang ra moét s6 cac muc tiéu chinh cua Security nhu tinh bi mat
(confidentiality), tinh tich hgp (integrity), va tinh san sang (availability).

M3 hoéa-Encryption 1& mét trong nhitng céng cu bdo méat da ndng va ching ta cé thé
s dung né dé dat dugc muc tiéu dé ra. Trong chi dé nay, chidng ta xac dinh cac
thanh phan co ban trong ma hda, cac khai niém, va cac cdng cu. C6 thé xem ma hoda
la moét vl khi cuc manh, va phlc tap trong cuéc chién bao vé an toan cho may tinh.
Co nhiéu hé théng mat ma, va cach thiét 1ap cling khac nhau. Tuy nhién cé su tudng
dong gilra tat ca cac hé thGng ma hoda, diéu ma cac security professionals nén nam
vifng. Cac thuat nglr cd ban vé ma hda va nhirng y tudng ban ti€p thu trong cha dé
nay sé giup ban kiém tra, hi€u va quan ly dudgc bt c( loai hé théng ma hda nao sau
nay ban du dinh trién khai.

Encryption, ma hda la mot ky thuat bao mat lam bién ddi (converts) dif liéu tir hinh
thlc don gian, r6é rang (plain hoac cleartext form) sang hinh thc di liéu bi€n thanh
mat ma (coded, hoac ciphertext form. Chi nhitng ai cé dugc thong tin gidi ma can
thiét mai c6 thé decode va doc ndi dung dif liéu. Encryption c6 thé 1a mot chiéu, cé
nghia 18 m3 hda dugc thiét k& dé€ an cleartext di va khdng bao gid cb thé giai ma
dudc. Hodc cé thé 2 chidu chudi ki tu dugc ma hoéa (ciphertext) cé thé chuyén trd lai
thanh cleartext va doc dudc.

Encryption

bl

Figure 1-10: Encryption.

Encryption dudc dung dé nhu mot k§ thuadt nhdm nang van dé security 1én mot cap
dé quan trong. Encryption ho trg su cdn mat bdi vi né bao vé dif liéu chdng cac truy
cap bat hgp phap. N6 ho trg tinh tich hgp bdi vi rét khé d€ lam x&o trén hay thay doi
dir liéu d3 ma hda ma khéng bi phat hién. N6 ho trg viéc khong thé thodi thac trach
nhiém, khéng thé chdi tir (non-repudiation), bdi vi chi cé cac d6i tugng tién hanh ma
héa mdi c6 thé giai ma dit liéu. Thém vao dd, mét vai hinh thirc ma hda dugc ap
dung trong nhitng xac thuc nham bao vé t6i da passwords khi giao dich. Qua day cac
ban cling thdy rdng ma hoéa 1a phuadng tién rat t6t nham hd trg viéc xac thwe dién ra
an toan
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Gidi thich thém vé non-repudiation (trdch nhiém khéng thé thodi thac, thay ddi)
Trong thuong mai dién t (e-Commerce) va cac giao dich dién tu khac bao gébm ca
ATMs (cash machines: may rut tién mat),thi tat ca cac thanh phan tham gia giao
dich phai tuyét déi tin tudng rdng: giao dich luén dam bado an toan; Nhitng dbi tuong
tham gia giao dich d& néi rdng ho la ai (authentication), va giao dich d& duoc kiém
tra 1an cudi cung trudc khi thuc hién. Cac hé théng phai dam bao réng cac thanh
phén tham gia khéng thé thodi théc (chdi bd) phién giao dich sau dé. D€ bdo vé an
toan trong giao dich sé thi cac thanh phdn tham gia cdn ap dung xac nhéan sé hay
con goi chir ky sé ( Digital Signatures), ddy khéng chi la xac nhén sé kiém tra ngudi
gui ma con gén 1én giao dich tem thdi gian 'time stamp' xac dinh ré phién giao dich
da xdy ra tai thoi diém nao va vi thé khé cé thé chdi bé trach nhiém giao dich hay
khéng céng nhén réng giao dich da dién ra hop Ié.

Céc ban cé thé tham khao thém trong thuc té nhu cac vu khdch hang kién ra toa vi
tién trong tai khodn ATM khéng cdnh ma bay, phia ngédn hang cé thé dua vao luit
Non- repudiation dé chiing minh truéc toa réng tai thdi diém dé, giao dich rit tién da
dién ra hop Ié..

M6t thuat todn ma hoa la mét quy téc (rule), mot hé théng (system), hodc la mot co
ché& (mechanism) dugc s dung d€ ma hoa data. Cac thuat todn cé thé 1a nh74ng su
thay thé mang tinh mdy mdc kha dan gian, nhung trong ma hda thdng tin dién tu,
nhin chung st dung cac ham toan hoc cuc ky phlc tap. Thuat toan cang manh, cang
phirc tap thi cang khé dé giai ma.

Encryption Algorithms

Algorithm

Toxt ————+ @ ‘_'ngv

Figure 1-11: Encryption algorithms.
Mot vi du don gian vé ap dung thuét toan vao ma hdéa. Mot 1a thu vdi cac ky tu

alphabe, sau khi st dung thuat toan ma héa da tré thanh cac ky tu khac, va ban
dudong nhu khéng thé hiéu ndi dung nay (giai ma).
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Mot khda méa hda 1a mot mau (phan) thdong tin dac biét dugc két hgp véi moét thuat
toadn dé€ thi hanh ma hoéa va giai ma. Moi khda khac nhau cé thé “ché tao” ra cac van
ban ma hda khac nhau, va néu ban khong chon didng khoéa thi khéng tai nao mé
dugc dit liéu da ma hoda trén, cho du biét dugc ma hda van ban trén dung thuat toan
gi. SUr dung khda cang phuc tap, ma hdéa cang manh.

Keya

| aigorithm
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Figure 1-12: Keys.

Vi du vé mét khéa ma hdéa don gian B

Dung khéa sau dé€ m& héa néi dung burc thu, khéa nhu sau: “thay thé moi ky tu xudt
hién trong burc thu bang ky tu thd' 3 ding sau nd.” Cung thuédt toan dang trén nhung
1&n nay st dung mét khoa khac nhu sau “thay thé moi ky tu xuét hién trong buc thu
bdng ky tu ding trudc né 2 ky tu” va nhu vay két qua cda hai birc thu cung nbi
dung sau khi st dung 2 keys khac nhau sé la khac nhau..

H&y hinh dung mot cu hanh d& dudc bdm nhuyén ra cé thé tai tao lai ci hanh nhu
ban dau, hay chd Bo da tiéu héa mét nhim cd khd, liéu cd thé tai tao lai nhim cé
kho nay, vay hdy xem ma hdéa ham bam la gi..

La cach thi'c ma héa mét chiéu tién hanh bién ddi van ban nhén dang (cleartext) trg
thanh hinh thai ma héa ma khéng bao gi& cé thé giai ma. K&t qua cla tién trinh
hashing con dugc goi la mot hash (xtr ly bam), gia tri hash (hash value), hay thong
diép da dudc tiéu hda (message digest) va tat nhién khdng thé tai tao lai dang ban
dau. Trong xU ly ham bdm di liéu dau vao cé thé khac nhau vé dd dai, thé nhung dd
dai ctia x{r ly Hash lai la c6 dinh. Hashing dugc sir dung trong mot s6 mo hinh xac
thuc password . Mot gid tri hash cé thé dugc gan v3i mot thdng diép dén tir (
electronic message) nhadm hd trg tinh tich hgp cua dit liéu hodc hd trg xac dinh trach
nhiém khéng thé chéi tr (non-repudiation).
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Hashing Enciyption

Figure 1-13: Hashing is one-way encryption.

Mot vi du vé dung Hashing trong CHAP (CHAP la phuong thic xac thuc truy cdp quay
sé tir xa Remote Access Service, RAS client truy cdp vao RAS Server)

Hashing duoc st dung dé m§ héa passwords trong xac thuc CHAP. RAS client sé gui
mét hash password (passw bam) tdi RAS server. RAS server chia hashe password
client dg tao trudc dé. Néu hashes triung khép , passwords dudc chédp thuén va
clients sé dudc server xac thuc. Viéc gui mot hash thay vi gui chinh password cé
nghia la passwords dé khéng cén truyén qua mang trong sudt quy trinh server xac
thuc clients.

MOt vai thuat toan ma hoa dugc dung cho ma hoéa hashing.

Thuat toan MD5 tao thanh moét dang
Message Digest 5 (MD5) thong diép dugc ma hda véi 128-bit ,
dugc tao ra bai Ronald Rivest va hién la
cdng nghé ma hda mang tinh phd bién
rong rai - public.

SHA dua trén mo6 hinh MD5 nhung manh
Secure Hash Algorithm (SHA) versions 1, | hon gép 2 lan.

256, 384, va 512 bit. SHA-1 tao gia tri hash vaGi 160-bit

Trong khi d6 SHA-256, SHA-384, va
SHA-512 tao gai tri hash tudng (’'ng vdi
256-bit, 384-bit, va 512-bit .

Ma hda doi xirng hay ma hda chia sé khda (shared-key encryption) 1a m6 hinh ma
hoéa 2 chiéu cé nghia la tién trinh ma hoéa va giai ma déu dung chung mét khoa. Khoa
nay phai dugc chuyén giao bi méat gilra hai d8i tugng tham gia giao ti€p. Khda nay cé
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thé dudc cdu hinh trong software hodc dudgc ma hda trong hardware. Ma héa dgi
xng thuc hién nhan nhung cé thé gap rui ro néu khda bi danh cap.

Symmetric Encryption

Figure 1-14: Symmetric encryption.

Ma héda bat d6i xirng, hay ma héa khda cong khai(public-key encryption), la mo6 hinh
ma hda 2 chiéu s dung moét cap khoéa la khéa riéng (private key) va khda cong
(public keys). Théng thudng, mot théng diép dudc ma hda vdi private key, va chac
chan rang key nay la cla ngugi gui thong diép (message sender). N6 sé dudc giai
ma vdi public key, bat c ngudi nhan nao cling cd thé truy cap néu ho cé key nay.
Chu y, chi cé public key trong cuing mdt cdp khda méi cé thé giai ma dit liéu d& m3
hoa vd@i private key tudng 'ng. Va private key thi khong bao gid dudc chia sé vdi bat
ky ai va do db nd gilr dugc tinh bao mat.

Asymmetric Encryption

. ML
B

Public ke encrypts |

Figure 1-15: Asymmetric encryption.
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C6 2 loai viét mat ma chinh: viét mat ma theo lubng (stream cipher) va viét mat ma
theo khdi (block cipher).

| Cach thic viet mat ma —cipher types )

Stream la ki€u ti€n hanh m& héa moi bit dir liéu
tai mot thdi diém. Moi ky tu dif liéu thong
thudng sé dugc viét thanh mat ma.
Nh{tng thuat toan nay thuc thi kha
nhanh.D( liéu sau khi dugc ma héda co
kich c8 nhu ban dau. Phuong phap nay
tao ra it 10i hon so véi cac phuang phap
khac va néu co 10i xay ra cling chi anh
hudng trén mot bit.

Block Ti€n hanh ma hdéa mét khai dir liéu tai
mot thdi diém, thudng kich c& mot block
ma hoda la 64-bit. An toan hon so vdi
stream nhung déng thdi cling cham han.
Co6 vai ch€ d6 ma hda theo block nhu:
Ma& hdéa ECB (Electronic Code Block), moi
block sé& dugc ma hda bgi chinh minh.
Ma& héa CBC (Cipher Block Chaining)
trudc khi mot block dugc ma héda, théng
tin tU block trudc dé sé dudc thém vao
block. Theo cach nay, ban cé thé chéc
chén réng dir liéu dugc 13p lai tai moi thoi
di€m trong tién trinh m& hoa sé& khac
nhau. Ma héa CFB (Cipher

FeedBack mode) co6 ludc d6 ma hda ting
phan cta block hon la toan bd blocks .

Mot vai thuat toan dudc st dung cho ma hoda dai xirng

Thuat toan ma héa doéi xirng
Data Encryption Standard (DES) DES la mot thuat todn ma hoéa déi xing
dang block-cipher, ma hoa dit liéu trong
tirng blocks 64-bit sir dung mot khda 56-
bit v&i 8 bits chan 1&. Chinh d6 dai cla
khoa ngédn cho nén DES la mot thuat
toan ma hoa hai yéu.
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Triple DES (3DES) 3DES la mot thuat toan ma héa doi xirng
ti€én hanh ma héa di liéu thdng qua viéc
XU ly moi block 3 Ian va moi lan dung
mot khda khac nhau. Trudc hét né sé ma
hoa plain text thanh ciphertext dung mot
khda, sau do lai ti€p tuc ma hoa
ciphertext véi khoa, va ti€p tuc ma hoa
ciphertext th(r 2 nay vdéi moét khda khac

nira
Advanced Encryption Standard (AES) AES la thuat toan ma hoa déi xirng block
algorithm cipher 128-bit dugc phat trién bdi Vincent

Rijmen va dugc su hd trg cla chinh ph
My xem nhu mot thuat toan thay thé
DES. AES cling dugc goi la Rijndael
“Rhine-dale” phat am theo tén ngudi tao
ra. Rijndael 1a mo6t trong nam thuat toan
dudc su hdu thuén cla AES.

Rivest Cipher (RC) 4, 5, and 6 Thuat toan RC bao gobm mot series dugc
phat trién badi Ronald Rivest. Tat ca co
chiéu dai khoa khac nhau. RC4 la mot
stream cipher. RC5 va RC6 la cac block
ciphers vdi cac kich c§ khac nhau

Skipjack Skipjack 1a mo6t thuat toan block cipher
dudc thiét ké bgi Cd quan bao mat quéc
gia Hoa ky - US National Security Agency
(NSA) dudc sir dung trong chip Clipper
Fortezza PC card

Blowfish Blowfish Ia mot thuat todan ma héa mién
phi dung block 64-bit s& dung khéa c6 do
dai khac nhau. Bugc phat trién béi Bruce
Schneier.

CAST-128 CAST-128, dudc dat theo tén ngudi phat
trién la Carlisle Adams va Stafford
Tavares, la mot thuat toan ma hda doi
xUng cé chiéu dai khéa 128-bit. La mét
trong nhiing d6i tha canh tranh chinh cua
AES.

Thuat toan ma héa bat doi xirng
Rivest Shamir Adelman (RSA) RSA, dudc dat tén theo ngudi thiét ké la
Ronald Rivest, Adi Shamir, va Len
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Adelman, la thuat toan thanh céng dau
tién sir dung cho ma hoéa khoa cong
(public-key encryption). N6 cé do dai
khda khac nhau va cac kich c& block khac
nhau. RSA van dudc xem 1a rat an toan
néu dudc trién khai dung vdi cac khda cé
chiéu dai cao.

Diffie-Hellman

Diffie-Hellmanla mot giao thirc ma hoa
cung cdp khoéa chuyén ddi an toan. Pugc
mo ta vao nam 1976, dudc hinh thanh
trén nén tang cua cac cac ky thuat ma
hda public-key phé bién bao gébm ca RSA.

Elgamal

Elgamal 1a mo6t thuat toan ma hoa public-
key dudc phat trién bdi Taher Elgamal.
N6 cling dua trén nén tadng cua Diffie-
Hellman.

Paillier Cryptosystem

Paillier cryptosystem la mo6t thuat toan
ma hda bat d6i xrng dugc phat trién bdi
Pascal Paillier.

M6t chit ky s6 la mot gid tri hash dudc m& hoda gan vao théng diép nham xac dinh
ngudi gui la ai (sender). Digital signatures nham dam bao tinh tich hgp tron ven cla
théng diép khi guri (integrity), néu vi ly do nao dé khién signature bj thay déi trong
qua trinh truyéngia tri hash cta nguG nhan (reciever) khéng trung khdp gia tri hash
ban dau tinh tich hgp khéng con, khéng dam bao su an toan. Signatures con ho trg
non-repudiation bdi vi gia tri hash dugc ma hda chi duy nhat va xuat phat tir ngugi

gui.

Digital Signatures

.........

Figure 1-16: Digital signatures.
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Cac thuat todn ma hoa bt d6i x(rng, ¢ thé két hdp véi cac thuat todn hash dé tao
ra cac digital signatures. Trong tinh huGng nay, ngudi gui sé tao ra mot phién ban
hashed cua théng diép gui di, sau d6 ma hda chinh hash nay véi private key ciia anh
ta. Hash sau khi dugc ma hoda sé& dudc gan vao message nhu moét digital signature.
Nhu vay ngugi gui (sender) sé cung cap Digital Signatures va ngudi nhan (receiver)
nhan thdng diép da “xac nhan s6” 8y phai sir dung public key tudng (ng dé€ open. Khi
ngudi nhan dung public key dé& giai m3a signature sé phat hién dudc phién ban cua
hash. Biéu nay sé xac minh chinh xac ngudi gui, vi néu public va private keys khéng
gap nhau, ngudi nhan sé& khdng thé nao giai ma dugc signature.

Ngudi nhan sau dé tao mot phién ban hash cla tai liéu vdi public key va so sanh 2
gia tri hash nay. Néu ching gép nhau, diéu dé chiing té dir liéu khéng bi thay déi.
Quy trinh nay hadi ngugc vdi quy trinh ma hoa dit liéu dung public-key cé nghia la
ngudi gli sé& dung public key d& ma hda dit liéu va ngudi nhan s& dung private key
dé giai ma.

Vi du: Cé thé mudng tuong don gidn la: A cdn gui cho B théng diép bi mét. Trudc khi
gui A héi B " Anh B, anh c6 6 khda (public-key) nao khéng hdy gui cho téi. B reply:
Ok tbi c6 mét 6 khéa chdc chdn déy, anh ding né dé khéa théng diép sé gui cho toi
nhé. A trd I5i, vdng anh dua & khda cho téi dé téi khéa théng diép lai va sé& chuyén
né dén cho anh.. Sau dé A chuyén théng diép dung 6 khéa cua B dén cho B, B dung
chia khéa riéng cia minh (private-key) dé tra vao 6 khéa va open..cac ban thdy don
gian khéng nao.
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