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Viéc cac attacker cé thé xam nhép vao cdc mang wifi cta té chirc, thdng qua viéc
crack khdéa ma hoda truy cap vao wifi access point. Cho du cac céng nghé ma héa
mang khong day hién nay la rat manh nhu Wired Equivalent Privacy (WEP) va Wi-Fi
Protected Access (WPA va WPA-2). Nhung véi nhitng chuong trinh va thiét bi chuyén
dung, attacker cé thé thuc hién thanh céng y dinh cta minh. Dudi day Ia mét trong
nhitng demo st dung AirPcap (USB 2.0 Wireless Capture Adapter - card bat tin hiéu
wifi) va chuang trinh Cain & Abel, mét céng cu chuyén dung dé bat gdi trén mang ké
Wired hay wireless, sau d6 ti€n hanh crack password, v&i nhiéu phudng thifc khac
nhau. Tat ca cac setup dudc ti€n hanh trén Windows.

Chuén bj:

1. Card AirPcap Tx

AirPcap

AirPcap 1a mét trong nhiing thiét bi chuyén dung dé bat va phéan tich cac tin hiéu cua
mang khéng day (cua hdng Cace Technologies) theo cdc chudn hién nay WLAN
(802.11b/g). Thong thudng Cace cung cap bd céng cu tich hgp bao gém card
AirPcap, va tool bat géi tin nhu Wireshark (ténmdi cta céng cu Ethereal ndi tiéng).
Thong qua card AirPcap (do va bat tin hiéu wifi, séng radio) Wireshark ti€n hanh
phan tich cac thong tin thu thap dudc vé wifi Protocols va cac tin hiéu radio.

Trong demo nay, khoéng stf dung Wireshark, viéc thu thap, phan tich va giai ma cac
khoa ma hda, thu dudc ti tin hiéu wifi, ti€n hanh thong qua mot tool khac cling cuc
manh la: Cain and Abel

Tién hanh cai Airpcap drivers kém theo CD, sau khi setup driver xong, gan Airpcap
adapter vao USB slot.

Chu y: Tin hiéu thu phat cla Wireless card hodc Airpcap bao gid cling yéu hon
Access point. Dat laptop gan Airpcap, cang gan khu vuc Wifi Access point phat séng
bao nhiéu, tin hiéu gui va nhan véi Access point cang “ro nét”"...

2. Chuang trinh Cain and Abel

C6 1& ngudi dung UNIX rat budn vi mét cdng cu manh va mién phi nhu Cain and Abel
lai chi chay trén nén Windows. MOt cong cu chuyén bat goi tin va crack cac password
dd ma hda. S dung cac phudng thirc tdn cdng kha phd bién dé crack pass, bao
gom: Dictionary attack, Brute-Force va Cryptanalysis...


http://www.wireshark.org/
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Download tai Softpedia
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M6t Wifi Access point d& dugc phat hién kem theo MAC add va SSID cua né
Luu y:

Trudc khi ti€n hanh badm vao thong s6 ARP gia mao (ARP injections/ARP spoofing),
AirPcap sé& phai tién hanh bat dugc it nh&t mdt ARP request (dé€ tim MAC address
that) cua bat ki wireless Client nao dang connect vao access point (wireless card cla
attacker hoac cac Clients hgp phap khac..) dang két n6i véi Wifi access point. Sau khi
bat ARP request, Cain & Abel sé ti€én hanh g mét ARP request gia mao (véi MAC
address vlra cé dudgc), va thiét 1ap duy tri véi Wifi Access point trong sudt qua trinh
Access Point “nha” IVs packets. Néu vi bat ki li do nao dé MAC address cua Client
khong duy tri két n6i v8i Access point, thi Access Point sé giri mot thong diép tU chai
“DeAuthentication” va cac goéi IVs sé khéng dugc ti€p tuc cung cap.

Phai dam bao thu thap dugc trén 250,000 IVs (Initialization Vectors, sO lugng cac
packet dong bo gilra AirPcap/Clients va wifi access point, thi Cain and Abel méi co
thé tién hanh crack WEP key. Théng thudng, khong mot ai du kién nhan ngdi chd IVs
dudc kich hoat du s6 lugng, cho nén hau hét cac Wep Crack tool hién nay (Cain &
Abel, Aircrack-ng, Aircrack-PTW, déu ap dung ki thuat Packet Injection (hodc deauth
& ARP re-injection, thong qua cac ARP request). Injection tac dong lam Wifi Access
Point, phai gui lai cac packet da dudc lua chon, mét cach nhanh han, khién trong thdgi
gian ngan da c6 du s6 lugng IVs can thiét.


http://download1us.softpedia.com/dl/dede73c1df877b30a57e5bc187c994cb/4839abe7/100038678/software/security/decrypt/ca_setup.exe
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Wireless Encrypted Networks x|

B5SID | EssiD | Ercruption |
O0T249087ECO [ [WEP 74134 Unique [V, 55253

K.orek's Attack PTw Attack Send WEA Hashes o Cracker Cancel |

VGi ki thuét deauth & ARP re-injection, cdng cu Aircrack-PTW, chi can khodng 85.000
packets da cé thé giai ma dudc Web key 128 bits, ti I& thanh cdng trén 95%. (day la
tool cua trung tdm nghién ctu ma héa va may tinh cia PH Ki Thuat DarmStadt Blc-
www.darmstadt.de).

PTW WEP Attack x|

Craclking 128 bit lkey ... {(done)

WEFP Kev found !
ASCIT: localnetkewln
Hex: 6CeFa36laCAERLT46ERETI3I030

Attaclk =topped.

Aircrack-PTW, chi cdn khoang 85.000 IVs dé giai ma WEP 128 bits

Néu khong dung Packet Injection, s6 lugng packet phai thu thap dugc trudc khi crack
Wep Key, khoang 500.000 dé€ giai ma Wep key 64 bits va cé thé 1én dén 2.000.000


mailto:aircrack-ptw@cdc.informatik.tu-darmstadt.de
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cho giai ma Wep key 128 bits. Chac chan rdng, thdi gian chd dd IVs, cho dén khi co
thé tién hanh crack Wep key, 1a..mét moi !

Né&u phén tich vé Iy thuyét thi rdt nhiéu thd con phai dé cép, vi ban phai hi€éu vé ciu
trdc TCP/IP, Networking, Raw Socket, Packet header Injection, cdc chudn ma hoda
Wireless nhu WEP hay WPA, WPA-2... Néu can phai hi€u rd quy trinh Sniff & crack
wep-key, thi ban nén diing mét céng cu, s dung command dé di tir dau dén cudi, vi
du nhu Aircrack-ng hoac Aircrack-PTW, nhu da gidi thiéu & trén.

O cac céng cu nay, viéc do tim dudc tién hanh tirng budc:

- Detect Access point (tim dudc MAC address Access point, SSID name..)

- Send MAC address gia mao, dé€ tao va duy tri két ndi vdi Access point (fake MAC)

- Thu thap Wep 1Vs packets, cang nhiéu cang tot (Wep 128 bits, phai trén 250.000
packets)

- Va cubi cung la chay chuong trinh dé crack capture file, tim wep key.

Nhung tom lai, v@i Aircap adapter da setup kém theo Driver va Cain & Abel, thi ban
mat khéng qua 10’ dé€ crack Wep key (128 bits).

Cong viéc chinh cda ban, la chi nhin vao giao dién dang van hanh cua Cain & Abel,

theo doi s6 lugng Unique WEP IVs packets, dat ngudng trén 250.000 packets. Sau dé
do nhan nat gidi ma vdéi Korek’s Wep hay PTW attack.
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Korek's WEP Attack :
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WEFP Eevy found |
ASCIT: localnetkeyil
Hezx: BCEFe36l16CRERE7406B65793030

Attack tim wep key véi Korek'’s

gl
k» Video crack Wep Key véi Airpcap va Cain & Abel
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http://nis.com.vn/nis/CEH-demo/crackingwep.wmv
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