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Ban da dudgc hoc vé xac thuc (authentication), day la mot trong 4 nhan t6 chinh
trong bao mat computer. Mac du authentication ludén cé cuing mét muc tiéu, nhung
c6 nhiéu cach tiép cén khac nhau dé€ hoan thanh.. Trong chd dé nay, chidng ta sé
thao ludn vai phuong thic xac thuc chinh phd bién hién nay.

M6t s& nhan té dugc sir dung chinh trong xac thuc chang han:

e password (mat ma)

e key (khoa)

e fingerprints (van tay)

Authentication Factors
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Who you are

Fingerptints, retinal pattsrns
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Su két hgp clia mot user name va password la cach xac thuc co ban nhat. Vai kiéu
xac thuc nay, chng tir ay nhiém User dudc dGi chi€u véi chirng tUr dudc luu trir trén
database hé théng , néu trung khdp username va password, thi user dudc xac thuc
va néu khdng User bi cdm truy cap. Phudng thic nay khéng bao mat Iam vi chirng tir
xac nhan User dudc guri di xac thuc trong tinh trang plain text, t&c khéng dugc ma
hda va c6 thé bi tdm trén dudng truyén.

User NamelPassword Authentication

Figure 1-3: User name/password authentication
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Challenge Handshake Authentication Protocol (CHAP) ciling la m6 hinh xac thuc dua
trén user name/password. Khi user ¢ gang log on, server ddm nhiém vai trd xac
thuc sé gui mot thong diép thir thach (challenge message) tré lai may tinh User. Luc
nay may tinh User sé phan hoi lai user name va password dugc ma hda. Server xac
thuc sé so sanh phién ban xac thuc User dugc luu gilt vdi phién ban ma hoéa vura
nhan , néu trung khdp, user sé dugc authenticated. Ban than Password khong bao
gi¢ dugc gui qua network. Phuang thirc CHAP thudng dugc sir dung khi User logon
vao cac remote servers cla cty chdang han nhu RAS server.

D{f liéu chlra password dudc ma hoda goi la password bam (hash password). Mot goi
bam la mot loai ma hdéa khong cé phuong cach giai ma.

CHAP
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Figure 1-4: CHAP.

Kerberos authentication dung mot Server trung tdm dé kiém tra viéc xac thuc user
va cdp phat thé thdng hanh (service tickets) d€ User cb thé truy cdp vao tai nguyén.
Kerberos la mot phuaong thic rat an toan trong authentication bdi vi dung cap dé6 ma
hoa rat manh. Kerberos cling dua trén d6 chinh xac cua thgi gian xac thuc giita
Server va Client Computer, do d6 can dam bao cé mot time server hoac
authenticating servers dugc dong bo time tir cac Internet time server.

Kerberos la nén tang xac thuc chinh cga nhiéu OS nhu Unix, Windows
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Kerberos
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Figure 1-5: Kerberos.

Tokens la phudng tién vat ly nhu cac thé thong minh (smart cards) hoac thé deo cla
nhan vién (ID badges) chia thdéng tin xac thuc. Tokens c6 thé Iuu trit s nhan dang
ca nhan-personal identification numbers (PINs), thong tin vé user, hoac passwords.
Cac thdng tin trén token chi cé thé dugc doc va x(r ly bdi cac thiét bj ddc dung, vi du
nhu thé smart card dugc doc bdi dau doc smart card gan trén Computer, sau dé
thong tin nay dudc gui dén authenticating server. Tokens chlfa chudi text hodc gia tri
sO duy nhdt thong thuang moi gia tri nay chi s dung mot lan.

A Token

14N

Vi du vé Smart Cards
Smart cards la vi du dién hinh vé x3c thuc tokens- token-based authentication. M6t

smart card la mét thé nhua cé gdn mét chip may tinh luu trit cac loai théng tin dién
to khac nhau. Noi dung théng tin cua card dudc doc vdi mot thiét bi dac biét.

Biometrics

Biometrics (phudng phap nhan dang sinh trdc hoc) mo hinh xac thuc dua trén dac
diém sinh hoc cla tirng ca nhan. Quét ddu van tay (fingerprint scanner), quét véng
mac mét (retinal scanner), nhdn dang giong ndi(voice-recognition), nhdn dang
khudn mat(facerecognition).Vi nhan dang sinh trac hoc hién rat tén kém chi phi khi
trién khai nén khdng dudc chdp nhén rdng rai nhu cdc phuong thic xac thuc khac.
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Biometrics

Fingerprints
Retinal scans
Voipe recognitian
Face recognition

Fingsrprint-;r..i.nnsr "j/
Figure 1-7: Biometrics.

Multi-factor authentication, xac thuc dua trén nhiéu nhan t6 két hgp, 1a mo6 hinh xac
thuc yéu ciu kiém it nhat 2 nhan t8 xac thuc .C6 thé dd la su két hop cla bat clr
nhan t6 nao vi du nhu: ban la ai, ban cé gi chi’ng minh, va ban biét gi?.

Vi du: vé mét Multi-Factor Implementation:
Cén phai dua thé nhdn dang vao ddu doc va cho biét tiép password la gi

Muiti-factor Authentication

Figure 1-8: Multi-factor authentication

Mutual authentication, x4c thuc 1&n nhau la k§ thuat bao mat ma mdi thanh phan
tham gia giao ti€p vG6i nhau kiém tra lan nhau. Trudc hét Server chira tai nguyén
ki€ém tra “gidy phép truy cdp” cla client va sau dé client lai kiém tra “gidy phép cdp
tai nguyén” cua Server. Diéu nay giéng nhu khi ban giao dich véi mét Server cla
bank, ban can kiém tra Server xem c6 dlng cta bank khéng hay la mét cai bay cla
hacker gidng ra, a ngugc lai Server bank sé& ki€m tra ban...
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Mutual Authentication

Figure 1-9: Mutual authentication.
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